We propose a method to improve the secret key rates of four-state continuous-variable quantum key distribution by using an optical preamplifier. The modified protocol allows the distribution of higher secret key rates over long distances. Included in this paper is a detailed investigation of the effects of inserting an optical parametric amplifier into the output of the quantum channel in the four-state protocol, which will be instructive and meaningful about the usage of amplifiers in order to achieve the optimal performance of the protocol in a specific scenario.
A major practical application of quantum-information science is quantum key distribution, which allows two distant parties to communicate with absolute privacy, even in the presence of an eavesdropper [1, 2] . Continuous-variable quantum key distribution (CVQKD) by using coherent states [3] is an alternative to the single-photon-based discretevariable quantum key distribution protocol. In this protocol, information is encoded on quadratures of coherent states, which are easily generated and measured with remarkable precision by off-the-shelf telecommunication components.
A CVQKD protocol based on coherent states with Gaussian modulation was found to be a practical scheme [4, 5] . It has been experimentally demonstrated [3, 6] and has been shown secure against arbitrary collective attacks [7, 8] , which are optimal in the asymptotic limit [9] . But this kind of protocol is limited by its working range, which results from the low reconciliation efficiency β at long working distances. Even using the best present codes, such as low-density-parity-check codes [10] or turbo codes [11] , or with the help of algebraic properties of R 8 [12] , one cannot expect to extend the range of the protocol well over 50 km.
Based on this background, discrete-modulation CVQKD was introduced to break this 50-km limitation. The four-state protocol [13] is a typical example, which has been proved secure against collective attacks and allows the distribution of secret keys over long distances at very low signal-to-noise ratio with a high reverse reconciliation efficiency.
In this paper, we continue to improve the performance of the four-state protocol. Inspired by the discussion in [14] , we propose to insert an optical amplifier at the output of the quantum channel and inside Bob's apparatus in the four-state protocol, and we calculate in detail the resulting secret key rates, secure against collective attacks. For that purpose, we will assume that Bob's apparatus is inaccessible to the eavesdropper Eve.
The results are attractive, but are different from those of protocols based on Gaussian modulation with preamplifiers [14] . We analyze in general the effects introduced by using the preamplifiers on Alice's optimal modulation variance, the * gqhe@sjtu.edu.cn secret key rates, and the working distance. Then strategies are suggested to optimize the performance of the four-state protocol.
This paper is organized as follows: In Sec. II, a general theoretical analysis of the modified four-state protocol is given. In Sec. III, the results of numerical simulations are provided to show the effects introduced by optical amplifiers. The conclusions are drawn in Sec. IV.
II. THE MODIFIED FOUR-STATE PROTOCOL
In the following, we first review the basic notions related to the four-state protocol and present the assumptions of our calculations. We then derive the the expressions for the modified secret key rate when homodyne or heterodyne detectors are used, and for the case of collective eavesdropping attacks.
A. Notations and assumptions
The standard prepare-and-measure (PM) description of the four-state protocol is described as follows:
(a) Alice sends randomly one of the four coherent states |α k = |αe i(2k+1)π/4 with k ∈ {0,1,2,3} to Bob through the quantum channel. The channel features a transmission efficiency T and an excess noise , resulting in a noise variance at Bob's input of (1 + T )N 0 , where N 0 is the shot-noise variance. The total channel-added noise referred to the channel input is expressed as χ line = 1/T + − 1.
(b) When Bob receives the modulated coherent states, he can take either homodyne or heterodyne detection using a practical detector characterized by its efficiency η and electronics noise v el . We can define a detection-added noise referred to Bob's input and expressed in shot-noise units which we denote in general as χ h and is given by the expressions χ hom = [(1 − η) + v el ]/η and χ het = [1 + (1 − η) + 2v el ]/η for homodyne and heterodyne detection, respectively. The total noise referred to the channel input can then be expressed as
The PM version of the protocol is equivalent to the entanglement-based (EB) scheme shown in Fig. 1 . In this scheme, Alice has a pure two-mode entangled state: where the states
are orthogonal non-Gaussian states. The state |φ m is written as follows:
where
The EB version of the four-state protocol can be described as follows: (a) Alice prepares the entangled state | 4 of variance
2 is the modulation variance of Alice in the PM scheme. Then she performs the projective measurements |ψ k ψ k | (k = 0,1,2,3) on her half, thus preparing the coherent state |α k when her measurement gives the result k. This modulated state is sent to Bob through the quantum channel.
(b) Bob's detector is modeled by a beam splitter with transmission η, and its electronic noise v el is modeled by an Einstein-Podolsky-Rosen (EPR) state of variance ν. For homodyne detection, ν = 1 + v el /(1 − η), and for heterodyne detection, ν = 1 + 2v el /(1 − η).
After the quantum transmission phase of the communication has ended, the signal of the modulated and measured value encodes the bit of the raw key. Bob and Alice share correlated strings of bits. By reverse reconciliation and privacy amplification, they can achieve a secret key.
B. Secret key rates for the four-state protocol
Under the assumptions that we have described above, we want to calculate the secret key rates for the four-state protocol with homodyne and heterodyne detection, for the case of collective eavesdropping attacks. When Alice and Bob use reverse reconciliation and the reconciliation efficiency is β, the secret key rate is
where I (x : y) is the Shannon mutual information between Alice and Bob, and S 4 (y : E) is the quantum mutual information between Bob and Eve in the four-state protocol. The Shannon mutual information I (x : y) between Alice and Bob is considered for homodyne and heterodyne detection. For the homodyne detection case, Shannon's equation is used: (6) and for the heterodyne detection case
According to the fact that the Holevo information between Eve and Bob's classical variable S(y : E) is maximized when the state ρ AB shared by Alice and Bob is Gaussian [15, 16] . Hence, S 4 (y : E) can be bounded from above by a function of the covariance matrix γ AB of ρ AB :
where Bob and Eve is very similar in these two protocols. Hence one has S 4 (y : E) ≈ S G (y : E).
Based on this consequence, we will give the expression for S 4 (y : E):
where G(x) = (x + 1) log 2 (x + 1) − x log 2 x. The symplectic eigenvalues λ 1,2 are given by
2 .
The symplectic eigenvalues λ 3,4 are given by
where for the homodyne case,
, and for the heterodyne case,
and A and B are given in Eq. (11) . Now let us consider the reconciliation efficiency β in Eq. (5). The reconciliation scheme presented in [13] performs indeed much better at low signal-to-noise ratio (SNR) R S/N (lower than 1) than reconciliation schemes used for a Gaussian modulation. By using the scheme, one can have a reconciliation efficiency greater than 80% for all SNRs below 1. So we can take β = 0.8 in our analysis only if the working region of V A is small enough [
So far, we have obtained the value for the secret key rate K R of the four-state protocol. Next we will consider the case which takes into account the use of amplifiers to enhance the performance of the four-state protocol.
C. Adding an amplifier to the protocol
In the practical case Bob's detection apparatus has inherent imperfections that degrade the secret key rates; inspired by the discussion in [14] , we will use optical parametric amplifiers in the four-state protocol to compensate for the detectors' imperfections. In the following, models for two types of optical amplifiers are provided first. This allows us to determine the modified secret key rates of the system when an optical amplifier is placed at the input of Bob's apparatus.
Models for optical amplifiers
Here we consider two typical amplifiers: an ideal phasesensitive amplifier and a practical phase-insensitive amplifier, which have been studied extensively [17] .
Phase-sensitive amplifier. The phase-sensitive amplifier (PSA) is a degenerate optical parametric amplifier that ideally permits noiseless amplification of a chosen quadrature. Its behavior can be described by a transformation matrix Y P SA :
where g 1 is the gain of the amplification. Phase-insensitive amplifier. The phase-insensitive amplifier (PIA) is a nondegenerate optical parametric amplifier, which amplifies both quadratures symmetrically, but the amplification process is associated with a fundamental excess noise that arises from the coupling of the signal input to the internal modes of the amplifier [17, 18] . This type of amplifier can be modeled as a noiseless amplifier that applies the appropriate gain factor to each input mode and uses an EPR state of variance N , one-half of which is entering the amplifier's second input port, to model the amplifier's inherent noise.
Its behavior can also be described by matrices. Y P IA describes the transform of a PIA, and is written as
γ N describes the EPR state of variance Nused to model the amplifier's inherent noise, and is expressed as
Modified secret key rate
Now we derive the modified secret key rates when an optical amplifier is employed in the system. As we discussed in Sec. II B, the four-state protocol can be very close to the Gaussian-modulation-based CVQKD protocol when V A is very small, so the results derived in the CVQKD protocol with Gaussian modulation can also be applied in the four-state protocol. Here we can easily get the modified secret key rates using similar methods to that developed in [14] .
Two promising cases, homodyne detection combined with a phase-sensitive amplifier placed at the output of the quantum channel, and heterodyne detection combined with a phaseinsensitive amplifier placed at the output of the quantum channel, are considered in this paper. All effects introduced by an optical amplifier on the secret key rates are totally described by the modified parameters χ hom and χ het . We now give the modified parameters for these two cases.
Homodyne detection and phase-sensitive amplifier case. In this case, the usage of a phase-sensitive amplifier is equivalent to modifying χ hom into χ P SA hom , which is written as
Heterodyne detection and phase-insensitive amplifier case. As above, χ het is modified to χ P IA het , which is written as If we substitute χ P SA hom for χ hom in Eq. (13), the modified secret key rate K R with homodyne detection is obtained. Similarly, we can get the the modified secret key rate K R with heterodyne detection as long as χ het is replaced by χ P IA het in Eq. (14).
III. RESULTS AND DISCUSSION
In this section, we apply the results derived in Sec. II C2 to a practical system. In particular, we calculate the secret key rate as a function of the distance for fiber-optical implementation of the four-state protocol, for collective eavesdropping attacks in the configuration of heterodyne detection with a phase-insensitive amplifier placed at the output of the quantum channel. Similar results are obtained in the configuration of homodyne detection with a phase-sensitive amplifier.
The parameters included in the equations that will affect the value of K R include the variance of Alice's modulation thus the case g = 1 is equivalent to having no amplifier. It is better to make a comparison between results after the addition of the amplifier and the original setting.) We set the noise N of the phase-insensitive amplifier to the realistic value 1.5 (in shot-noise units, referred to the input). Furthermore, the channel transmission efficiency is T = 10 −ad/10 , where a = 0.2 dB/km is the loss coefficient of the optical fibers, and d is the length of the channel.
In the remaining part of this section, numerical simulations are employed to reveal how the parameters V A , , and g affect the secret key rate K R .
A. The optimal V A
The variation of Alice's modulation V A is an important parameter in the PM version of the protocol. In the general case, we need to scan V A within a legitimate region to find an optimal V A to maximize the secret key rate K R for a specific scenario. However, we notice that the optimal V A in the fourstate protocol does not depend on the features of the quantum channel, i.e., T and , and the gain g of the amplifier. This is shown in Figs. 3, 4 , and 5. There exists a global optimal V A that makes K R achieve the maximum value in different scenarios.
In Fig. 3 , the parameters g and are fixed to legitimate values. When the distance d increases, the numerical areas of V A that make K R achieve maximum are gradually compressed. Fortunately, these optimal numerical areas of V A have a public interval in which we can choose a public optimal V A . In this case, we can let V A equal 0.3.
In our modified protocol, optical amplifiers are used in the system to enhance the performance of the protocol. Use of different gains of the amplifiers has few effects on the optimal numerical areas of V A . This is shown in Fig. 4 , where we observe that in the limit of large amplification gain, the optimal numerical areas of V A are compressed very little.
Excess noise of the quantum channel is possible in the environment of a practical experiment. So considering how the fluctuation of excess noise affects the optimal V A would be very meaningful. From the results shown in Fig. 5 , the optimal regions of V A are compressed a lot when excess noise increases. However, the the optimal regions of V A have a public symmetric point located at V A = 0.3. So a public optimal V A can be obtained as 0.3 regardless of the fluctuation of excess noise.
From the above analysis, we can obtain a global optimal value of V A to maximize the secret key rate K R . This will help to simplify the experimental demonstrations. In the remaining part, we will treat V A as a constant in our analysis.
B. Using amplifiers with caution
Now we consider the performance of the four-state protocol after using an optical amplifier inserted at the output of the channel. Here we investigate the configuration of heterodyne detection with a phase-insensitive amplifier.
If the secret key rate K R is too small, it will be meaningless for practical use. So here we consider only the scenarios in which K R 10 −7 bit/pulse. First, we calculate the secret key rate K R as a function of distance d in the following scenario: V A = 0.3, = 0.005, and g = 1,20. The results are shown in Fig. 6 . The curves in Fig. 6(a) are very close to each other; an equivalent curve is used to illustrate results in Fig. 6(b) , where the improvement ratio is defined as
There are two points marked in the subgraphs. In Fig. 6(a) , point Q is the intersection point of two curves, whose coordinates are written as (Q x ,Q y ). In Fig. 6(b) , the point on the curve whose vertical coordinate equals 0 is denoted as point P, which is located at (P x ,0). Here point Q and point P have the same meaning, and Q x = P x . We observe that the inserted optical amplifier may not work for the whole distance. There is an enhanced region and a degenerative region. If the length of the fiber d is smaller than P x about 140 km, the usage of the amplifier does enhance the performance of the protocol in terms of secret key rates to some extent. However, if d goes beyond P x , things take a sudden turn and become worse rapidly. So the position of the point P is very important. We want to enlarge the enhanced region and compress the degenerative region by controlling certain parameters.
Next we will investigate the movement of the point Q (P). The excess noise of the quantum channel and gain of the amplifier will affect the location of point P.
First, when is fixed to 0.005, the gain of the amplifier varies from a small value to infinity, but the variation of the abscissa of P is not obvious, which is shown Fig. 7 . When g = ∞, P x reaches its lowest value in this specific scenario. We define this value as the critical distance. When the gain of the amplifier is fixed, the fluctuation of the excess noise leads to a large change in the location of P (see Fig. 8 ). So it is important to find the relationship between excess noise and critical distance when g approaches infinity. From the simulation data, we fitted the curve, and obtained an analytical function:
where A = 298.22, t = 0.005 61, and y 0 = 16.76. The raw data and fitted curve are shown in Fig. 9 . We name this curve the critical line. The region below the critical line is the enhanced region in which using an optical amplifier does improve the performance of the protocol in terms of secret key rates. And the larger gain of the amplification is, the larger is the improvement ratio. The region above the curve is the degenerative region. The usage of an optical amplifier may lead to a worse performance compared with not using an amplifier.
IV. CONCLUSION
In this paper, we analyze the four-state protocol modified by optical preamplifiers inserted at the output of the quantum channel. We find that the modified protocol achieves higher secret key rates over long distances compared with the original protocol in specific scenarios. A critical line is given to separate enhanced and degenerative regions, which will be instructive and meaningful for experiments. In the enhanced region, the usage of amplifiers enhances the performance of the protocol to some extent. However, if working in the degenerative region, use of amplifiers leads to a negative effect, which should be avoided.
